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Re: Evaluation of Interlink’s IntegriSign Emcee™Segnature Process Under the Electronic
Signatures in Global and National Commerce Act (&)

Dear Mr. Vesling:

Interlink has developed an online e-signatureesystalled “IntegriSign Emcee™” (the
“Emcee Solution”) which may be used to create awmdcete one or more processes for
presenting, signing, securing, archiving and reing electronic records relating to transactions
in a variety of settings, including consumer traieas for financial services and products.
(Each such process created by the Emcee Soluticefeésed to as the “Signing Ceremony”).
Interlink has requested duassessment of:

* whether transactions, including those related t@rfcial services and products and
transactions involving consumers, completed udiegedmcee Solution are in accordance
with the applicable electronic signature laws;

» the admissibility of the records presented, sigsedured, archived and retrieved by the
Emcee Solution in an action to enforce the ternts @nditions in such records signed
using the Emcee Solution; and

* whether the terms and conditions in electronic doents signed using the Emcee
Solution would be as enforceable against the sggpiarty as would those same terms
and conditions in paper documents signed in webjinthat same person.

! The contributing authors of this letter are Gregs&@mnento and Patrick Hatfield. Greg practiceshénarea of
electronic commerce and related litigation mattersluding e-discovery and e-admissibility. Paagiices in the
electronic commerce, intellectual property and tebdhgy areas. The conclusions herein are for métional

purposes and are for the internal use of Interlifike views expressed herein are those of the eutiral do not
constitute legal advice regarding any particulat eé facts, products or services. The authors hawve
independently verified product or service featutescribed herein and no endorsement is intend@dpied. All

descriptions of the features of the Emcee Solutionbased on statements provided to us by Interindkuding

those in Attachment 1 hereto, on which we havededin expressing our views in this letter. The atgthave given
Interlink the right to reprint and distribute thpaper, so long as it is reprinted in its entiretgl(ding this notice),
without alteration. ©2008 Locke Lord Bissell & lddll LLP.
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This letter discusses the statutory, regulatod;jadicial authority existing as of the date
hereof, but is not legal advice or a legal opinamto a particular deployment of the Emcee
Solution. We recommend that each company consiglevhether to deploy the Emcee Solution
seek the advice of independent legal counsel vasipect to how the topics discussed in this
letter would apply to a particular deployment o Bmcee Solutiof.

l. Executive Summary

As noted above, Interlink has developed a processomplete transactions using
electronic documents and electronic signatures Hincee Solution allows an Interlink client (a
“User”) to configure the Emcee Solution to preseldctronic documents containing content
otherwise compliant with applicable laws, such aastmer disclosure laws, and mandatory
forms for the particular transaction in the seqeerequired by law. Users may configure the
Emcee Solution to present one or more electronoiigh@nts to each person who is to sign each
such document using an electronic signature (an&3igy. The Signer would have the ability to
view in its entirety each document he or she isgrmi@d to sign. Upon signing of each such
electronic document by a Signer, the Emcee Soligemures that document in a way that would
reveal whether that document has been altered iaftess signed by that Signer. The Emcee
Solution also allows Users to archive each receauely in a way that would reveal whether
the signed document was altered after it was sigarettived and retrieved.

For the reasons explained below, for a User whe tlse Emcee Solution to create
Signing Ceremonies to present documents contaimioigtent otherwise enforceable and
compliant with applicable laws, such as consumscldsure laws, and mandatory forms for the
particular transaction, it is our view that:

 The Emcee Solution would allow the User to presemsaction documents to be
executed by the relevant parties to such documentsuch a way that the
execution of such documents would be in accordanib the applicable
electronic signature laws;

* The electronic documents presented, signed, secargdved and retrieved using
such Signing Ceremonies created using the Emceati@® would be as
enforceable against the Signer as would a wet ignkasure by that same person
on hard copies of such documents containing thaseegerms and conditions;
and

* Such electronic documents presented, signed, skcarehived and retrieved
using such Signing Ceremonies created using theeEntgolution would,
assuming the proponent lays the appropriate foimmabe as admissible in a

2 Subject to applicable rules governing our professi responsibilities, companies considering deplpythe

Emcee Solution who would like our advice on a jpaftr deployment of the Emcee Solution may contect
directly. We may be able to advise on the enfdiitiéa of certain transactions using the Emcee Soiuin a

specific deployment of the Emcee Solution morecéffitly than others because of our familiarity witie Emcee
Solution.

ATL 353178v.4



April 28, 2008
Page 3

court of law in an action to enforce such terms aadditions as would such
documents presented, signed, archived and retriewsdt ink and paper.

[. Background and Scope

Attached to this letter is a Glossary of Terms dbsty capitalized terms used below, as
well as two Attachments. Attachmenhéreto contains a number of statements which yve h
told us accurately describe the Emcee Solutiorr. pegooses of our views in this letter, we have
assumed each of those statements to be accurates Bsncee System is configured by a User
for a particular deployment. Attachment@ntains descriptions you have provided to usgciwhi

we also assume to be accurate, dsmtothe Emcee Solution satisfies the statements cwdan
Attachment lhereto.

We are also assuming in this letter that the tygfetsansactions to be created by Users
and completed by Signers of the Emcee Solutiomatré any of the following areas:

» transactions dealing with the specific areas oflalaeexpressly excluded from the
federal ESIGN law, as described immediately below;

» transactions dealing with any governmental agenogresthat agency is acting as
a market participant; or

» execution of documents required by any governmesgaincies which are not
related to transactions between private partiegnev those documents are
permitted to be filed with such agency exclusivéisough electronic means, such

as do3cuments required to be filed with or maintaifee inspection by the SEC or
FDA.

ESIGN does not apply to contracts and recordsdteagoverned by laws and regulations
in the following areas:

» wills, codicils, and testamentary trusts;

* a State statute, regulation, or other rule of lawegning adoption, divorce, or
other matters of family law;

» the Uniform Commercial Code, as in effect in angt&tother than sections 1-107
and 1-206 and Articles 2 and 2A,;

» court orders or notices, or official court docunseentquired to be executed in
connection with court proceedings;

% This is not to say that the Emcee Solution isaustfigurable to meet the requirements of a govemai@gency’s
requirements for executing documents not relatmgrdnsactions. Rather, this assumption is siniplglert the
reader that certain governmental agencies mayttakgosition that documents not related to trammastoetween
private parties may not be within the scope of B$Hhd UETA.
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* notices for cancellation or termination of utilisgrvices (including water, heat,
and power);

* notices of default, acceleration, repossessiomcfosure, or eviction, or the right
to cure, under a credit agreement secured by rental agreement for, a primary
residence of an individual;

* notices of cancellation or termination of healtlsurance or benefits or life
insurance benefits;

» recall notices of a product, or material failureaoproduct that risks endangering
health or safety; and

» any document required to accompany any transpomntati handling of hazardous
materials, pesticides, or other toxic and dangenoaierials

Notwithstanding the foregoing exceptions, ESIGNJ(&HETA), when applied with other
laws such as Revised Article 9 of the Uniform Conutied Code, provide a mechanism for the
use of electronic signatures and records in mangh@fmost common business and consumer
transactions, including generally, without limitatj contracts and records involving: (i) sales
and leases of goods; (ii) insurance applicationy; riortgage loan documentation; and (iv)
banking and investment transactions. For exanwide it is beyond the scope of this letter to
examine how the Emcee Solution might generate pipeoriate records for electronic chattel
paper under Revised Article 9, we believe thatEheee Solution is capable of being configured
to generate documents satisfying the requiremehwlextronic chattel paper under Revised
Article 9.

ESIGN, the federal law, specifically applies to thesiness of insurance.Given the
similarity between ESIGN and UETA, insurance comgsam@nd other firms regulated under the
insurance codes of the states, can adopt a unifaational e-sign process.

[1. L egal Analysis

A. ESIGN vs. UETA

For all purposes relevant to the analysis in teitet, except as noted otherwise, the
analysis under ESIGN (the federal statute) anddlevant enacted version of UETA, which all
but four (4) states have adopted, are essentiadlysamé. For those states that have adopted
electronic signature laws governing interstate cemwe inconsistent with ESIGN in areas
relevant to the issues discussed in this lettesh siate laws will be preempted by ESIGN'’s

* ESIGN § 7003 (a),(b).

> ESIGN § 101(j).

® The states that have not adopted UETA are Gedaglapted Electronic Records and Signatures Adthols
(adopted Electronic Commerce Security Act), New RY¢aidopted Electronic Signatures and Records Asatyl
Washington (adopted Electronic Authentication Act).
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broad preemption provisiorisFor those states that have not adopted any eméctsignature
laws, ESIGN will govern as a result of its broadgmption provision8.

B. General - Electronic Signatures May Not Be Denieddl Effect

ESIGN recognizes that an electronic signature neagdlegally effective as a signature
applied in wet ink on paper. ESIGN does not gilexteonic signatures a special status in the
law. Rather, ESIGN states that a signature mayaaltenied legal effedolelybecause it is in
electronic form. The foundational provision of ESIGacknowledging electronic signatures
provides:

(&) In General.--Notwithstanding any statute, ragah, or other rule of law
(other than this title and title 11), with respdct any transaction in or affecting
interstate or foreign commerce-
(1) a signature, contract, or other record relatmguch transaction may
not be denied legal effect, validity, or enforcéipsolely because it is in
electronic form; and
(2) a contract relating to such transaction mayb®tenied legal effect,
validity, or enforceability solely because an elegic signature or
electronic record was used in its formation.

ESIGN, as does UETA gives equal recognition to electronic signatureish the few
exceptions mentioned above and which are not retevere.

C. “Electronic Signature” Defined

If a signature is created using a “sound, symbobmcess” that is “attached to or
logically associated with” a contract or other mecby a person intending to sign such contract
or record, such signature will be legally effectivieor ease of reading this letter, phrases such as
“legally effective” are used, rather than the mt@ehnically correct phrase, “not be denied legal
effect solely because such signature is an eldactignature.” ESIGN defines an “electronic
signature” as:

(5) Electronic signature.--The term “electronic reiture” means an electronic
sound, symbol, or process, attached to or logicadlyociated with a contract or
other record and executed or adopted by a perstn thwe intent to sign the
record™!

ESIGN defines “electronic record” as:

"ESIGN § 102(a).
8 ESIGN § 102(a).
9ESIGN § 101(a).
YUETA § 7(a).

' ESIGN § 106(5).
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(4) Electronic record.--The term “electronic recordeans a contract or other
record created, generated, sent, communicatedyeelceor stored by electronic
means-

ESIGN defines “record” as:

(9) Record.--The term “record” means informatioattls inscribed on a tangible
medium or that is stored in an electronic or oftmedium and is retrievable in
perceivable fornt?

Thus, an electronic signature may consist of antreleic sound or symbol, such as an
individual saying “I agree,” typing “I agree” or géhperson’s name or following some other
process, such as clicking “I agree,” which is dtetto or logically associated with information
inscribed: (i) on a tangible medium, such as tmgitde, hard copy of an authorization; or (ii)
stored in an electronic medium retrievable in ag®able form, such as the electronic record
containing the identical information as containedthe tangible hard copy delivered to the
consumer. The Emcee Solution allows the User tecsdrom a variety of methods of
generating the Signer's actual signature. In amyte the User has the ability to configure the
Emcee Solution to use an electronic sound, symiroprocess which is then attached to or
logically associated with particular terms and dbods in a record, where it is clear to the
Signer that using such electronic sound, symbofrocess is how the Signer expresses his or
her consent to sign such document containing pdatitcerms and conditions.

Evidence of the person’s intent to sign the recardich would be required if the person
signed in ink on a piece of paper) may be infefgedit is from ink on paper) from words close
to the place of the signature where such wordscatdiin clear and conspicuous terms the
person’s intent to sign and be bound thereby. ekample, the text in the ESIGN Consent could
include the following text to explain the legal mificance of the Signer using the Emcee
Solution to create his or her electronic signatdBy. [describe method used to consent, e.g.,
selecting “I AGREE"], you confirm that you have tbemputer hardware and software to access
electronic records in the form that important discires will be provided to you in connection
with [describe transactions], and you consent teikeng consumer disclosures related to
[describe transaction] exclusively through eledcaneans.”

Accordingly, pursuant to ESIGN and UETA, the elenic signature created by the
Emcee Solution should not be denied legal effeletgbecause it in electronic form. Similarly,
a document relating to such transaction should et denied legal effect, validity or
enforceability solely because the electronic sigreatised to sign such document was used in its
formation and stored as an electronic record, rdtten in hard copy.

D. Consumer Disclosures

12ESIGNE 106(4).
¥ ESIGN § 106(9).
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ESIGN provides that, upon consent by the consug®tain information relating to a
transaction or transactions in or affecting intestor foreign commerce, which is required by a
statute, regulation, or rule of law (other than GS) to be provided or made available to a
consumer in writing (a “Special Consumer DiscloSummay be delivered exclusively via
electronic means, provided, that the recipient g Special Consumer Disclosure is first
provided, and agrees to, the ESIGN CondéntWhether a particular transaction requires a
Special Consumer Disclosure, and the how the ESTBNsent is provided in connection with
the required Special Consumer Disclosure, mustdberghined on a transaction-by-transaction
basis. The Emcee Solution allows the User to iflemthich documents are Special Consumer
Disclosures triggering the need for the ESIGN Cahsethe context of each type of transaction
completed using the Emcee Solution. The ESIGN grons describing what is a “Special
Consumer Disclosure” and the contents of the ESEeNsent are recited below:

If a statute, regulation, or other rule of law regs that information relating to a
transaction or transactions in or affecting inteestor foreign commerce be
provided or made available to a consuremriting, the use of an electronic
record to provide or make available (whichevereaguired) such information
satisfies the requirement that such informatiomberiting if--

(A) the consumer has affirmatively consented tohsuse and has not
withdrawn such consent;

(B) the consumer, prior to consenting, is providedh a clear and
conspicuous statement--

(i) informing the consumer of (I) any right or apt of the consumer
to have the record provided or made available geipar in nonelectronic form,
and (Il) the right of the consumer to withdraw ttensent to have the record
provided or made available in an electronic forrd aof any conditions,
consequences (which may include termination ofptimties’ relationship), or fees
in the event of such withdrawal;

(i) informing the consumer of whether the consapplies (1) only to
the particular transaction which gave rise to thkgation to provide the record,
or (Il) to identified categories of records thatyrize provided or made available
during the course of the parties' relationship;

(iif) describing the procedures the consumer nuss to withdraw
consent as provided in clause (i) and to updatanmition needed to contact the
consumer electronically; and

“ESIGN §7001(c).
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April 28, 2008
Page 8

(iv) informing the consumer (I) how, after the sent, the consumer
may, upon request, obtain a paper copy of an elaictrecord, and (ll) whether
any fee will be charged for such copy;

(C) the consumer--

(i) prior to consenting, is provided with a statrhof the hardware
and software requirements for access to and retewt the electronic records;
and

(i) consents electronically, or confirms his orerh consent
electronically, in a manner that reasonably denratest that the consumer can
access information in the electronic form that Wik used to provide the
information that is the subject of the consent; and

(D) after the consent of a consumer in accordavitte subparagraph (A),
if a change in the hardware or software requiremeeeded to access or retain
electronic records creates a material risk thatctresumer will not be able to
access or retain a subsequent electronic recoravisathe subject of the consent,
the person providing the electronic record--

(i) provides the consumer with a statement ofH{& revised hardware
and software requirements for access to and retewti the electronic records,
and (1) the right to withdraw consent without tingposition of any fees for such
withdrawal and without the imposition of any comalit or consequence that was
not disclosed under subparagraph (B)(i); and

(i) again complies with subparagraph (C).

The Signer’s affirmative consent to the ESIGN Comseust exhibit the Signer’s ability
to access information in the manner that the Sp€dasumer Disclosures will be provided. For
example, if the required disclosure (a truth indieg notice for example) will be posted at a
secure web site accessible only after the Signgiven a unique access code, the Signer should
be given that unique access code during the ESIGNséht process to confirm that the unique
access code in fact allowed the Signer to accesss#iture site where Special Consumer
Disclosures, such as the truth in lending statepvatitbe posted.

If the Signer consents to receive disclosures mpidally but does not reasonably
demonstrate his or her ability to access infornmatio the manner the Special Consumer
Disclosures are provided, then the Special Consubmriosure is likely to be ineffective and
therefore the basis for providing the required ldsares exclusively by electronic means could
fail. Failure to comply with the ESIGN consumerdisure requirements does not, however,
render void or voidable the underlying transacti®@®IGN provides:
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April 28, 2008
Page 9

(3) Effect of failure to obtain electronic consemtconfirmation of consent.--The
legal effectiveness, validity, or enforceability afy contract executed by a
consumer shall not be denied solely because ofaih@e to obtain electronic
consent or confirmation of consent by that consunmeraccordance with

paragraph (1)(C)(ii}?

Failure to comply with the ESIGN consumer disclesvequirements could, however,
subject the User to regulatory sanctions for fgilin provide the required disclosures (such as
the truth in lending notice in the example aboveaccordance with applicable law. There may
also be civil remedies available to Signers if disclosures are deemed to have not been given
effectively.

Not all notices or documents Users are requireprovide to Signers are Special
Consumer Disclosures subject to the ESIGN discéosaquirements above. For such notices
and documents which aret such “Special Consumer Disclosures,” the Signdy aeeds to
agree to receive such notices and documents exelysiia electronic means.

The Emcee solution allows the User to designatechvhecords are Special Consumer
Disclosures and, where there are Special ConsunsetoBures for a particular transaction, the
User may configure the Emcee Solution to: (1) @meshe appropriate ESIGN Consent to the
Signer, (2) record whether the Signer consentedet®ive Special Consumer Disclosures
exclusively through electronic means in a way tfe@sonably demonstrates the ability of the
Signer to access information in the electronic fatrihe actual Special Consumer Disclosure
will be provided or made available to the Signerg 3) for the Special Consumer Disclosures
to then provide or make available to the Signehdiisclosures in that same format. As such,
the User may configure the Emcee Solution to pmvipecial Consumer Disclosures in
accordance with the requirements of ESIGN.

Interestingly, use of an electronic process to deteptransactions requiring Special
Consumer Disclosures, or other documents contaimagdated terms such as pre-approved
forms, can actually reduce the User’'s compliansk, rcompared to conventional approach of
paper and ink. The Emcee Solution allows Userspgecify each document that must be
presented and signed, as an acknowledgment ofptecei otherwise, as a condition to
completing the transaction. Further, Users mayigore the Emcee Solution to specify which
fields must be completed (as well as the natuth@finformation completed in such field, such
as ineligible states. Such configurability alloWsers to specify each step to be completed as a
condition to complete the transaction. Stated retise, Users may configure the Emcee
Solution to prevent incomplete or non-complianhsactions from being submitted to the User
for review. This can significantly improve a Usedbility to comply with the requirements for
such regulated transactions, reduce risk whildhatsame time improve the rate of successfully
completed transactions.

E. Verifications and Acknowledgements

> ESIGN § 101(c)(3).
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Verifications and acknowledgments required by lake axpressly permitted to be
delivered in electronic form under ESIGN in certairtcumstances. ESIGN provides:

(B) Verification or acknowledgment.--If a law thatis enacted prior to this Act
expressly requires a record to be provided or meslable by a specified
method that requires verification or acknowledgnudeceipt, the record may be
provided or made available electronically only ifet method used provides
verification or acknowledgment of receipt (whicheigerequired)™®

Thus, if a law requires a disclosure to be providgda certain method, which requires
acknowledgment of receipt, such as delivery byt fitass mail, with proof of delivery required,
such verification or acknowledgment may be givescebnically if, and only if, the electronic
method for providing such verification or acknowgewent also provides verification or
acknowledgment of receipt. For example, the Enfekition can be configured so that the
consumer, prior to reviewing the verification okaocwledgement, is asked to confirm receipt.

F. Record Retention- Electronic Records Can be Seffici

There are two (2) record retention issues addrelgddSIGN. The first relates to the
requirement that, where a statute requires a atntnaother document to be in writing, the
electronic record of such contract or document begenied legal effect if the electronic record
cannot be reproduced for reference by all partiggecsons entitled to the contract. The relevant
section of ESIGN provides:

(e) Accuracy and Ability To Retain Contracts and hé&t Records.--
Notwithstanding subsection (a), if a statute, ragah, or other rule of law
requires that a contract or other record relatma ttransaction in or affecting
interstate or foreign commerce be in writing, tregdl effect, validity, or
enforceability of an electronic record of such caat or other record may be
denied if such electronic record is not in a fohmttis capable of being retained
and accurately reproduced for later reference byaties or persons who are
entitled to retain the contract or other recbird.

Thus, if a User is going to rely exclusively on #rehived electronic record to satisfy the
statutory requirement that a contract or other dwnt be in writing, failure to maintain the
record in a form capable of being retrieved bypalities for later reference, could jeopardize the
enforceability of the transaction to which suchorelcrelates. The Emcee Solution allows Users
to satisfy this requirement by making the electtorecord available to the Signer for the
required period of time or the User can send a copyhe document(s), in hard copy or
otherwise so the User is not relying on the Signebility to access the electronic record
maintained by the User.

1 ESIGN § 101(c)(2)(B).
"ESIGN § 101(e).
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In contrast, the second record retention issuge®léo the User satisfying statutory
record retention obligations. The User may stdeeteonically the record (whether that record
was initially in tangible form and later convertedan electronic form or initially in electronic
form) of a transaction and thereby satisfy theustay record retention requirement, provided
certain conditions are met. The relevant portibB®IGN provides:

(d) Retention of Contracts and Records.--

(1) Accuracy and accessibility.--If a statute, ragjon, or other rule of
law requires that a contract or other record ne¢pto a transaction in or affecting
interstate or foreign commerce be retained, thguirement is met by retaining an
electronic record of the information in the contracother record that--

(A) accurately reflects the informatiort $erth in the contract or
other record; and

(B) remains accessible to all persons who ardleatio access by
statute, regulation, or rule of law, for the perm@djuired by such statute,
regulation, or rule of law, in a form that is cajgbf being accurately
reproduced for later reference, whether by transioms printing, or
otherwise.

(2) Exception.--A requirement to retain a contract other record in
accordance with paragraph (1) does not apply to iafymation whose sole
purpose is to enable the contract or other recortiet sent, communicated, or
received.

(3) Originals.--If a statute, regulation, or otherde of law requires a
contract or other record relating to a transactiornor affecting interstate or
foreign commerce to be provided, available, orinei@ in its original form, or
provides consequences if the contract or otherdesmot provided, available, or
retained in its original form, that statute, regwla, or rule of law is satisfied by
an electronic record that complies with paragradpt

ESIGN permits Users to satisfy their record retamtbligations relating to transactions
by retaining documents exclusively through eleatraneans. These ESIGN record retention
requirements do not affect Users’ record retengicactices, except for those records relating to
transactions to be retained exclusively througlkted@ic means. Thus, if the User is satisfying
the record retention obligations imposed on it byeo laws by storing hard copies, ESIGN will
not impose additional obligations.

As noted above, ESIGN does permit companies tosfgatihe record retention
requirements imposed by statute by retaining oméyelectronic records, if the requirements of

¥ ESIGN § 101(d).
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Section 101(e) of ESIGN are met. Thus, if documémtthe Audit Trail, which are required by
law to be retained, are retained exclusively inctetmic media, and are available to the
regulators having jurisdiction over the Company aadh electronic records are available in
accordance with Section 101(e) of ESIGN, the Usay not be required to print and retain hard
copies of these documents.

G. Risk Analysis Framework

Discussed below are certain risks presented with teansaction, not just electronic
transactions. Users have the ability to configilne Emcee Solution by defining the rules for
each type of Signing Ceremony to address thess wikich we believe are material to designing
and implementing an effective, enforceable eledtroantracting process.

Authentication Risk

This is the risk that a party electronically sigmia document is in fact not the person he
or she claims to be. Users may configure the ErSadgtion to authenticate the identity of each
Signer in a variety of ways. The method choserihgyUser to authenticate a given Signer is
included in the archived signing session, or Audwil, which is then securely archived and
capable of being retrieved securely. The authatiic, or forgery, risk is also present for
documents signed in paper and wet ink. Users cafgtme the Emcee Solution to calibrate the
level of authentication with their own assessmérthe authentication risk.

Repudiation Risk

This is the risk of a Signer acknowledging thabheshe signed a document, but claiming
that the electronic signature is attached to oichity associated with a document containing
terms and conditions different than or possiblyaddition to those in the document the Signer
signed. The risk is that the Signer repudiatesd¢hms and conditions in the document attached
to or logically associated with his or her signatand thereby reduces the chance that such
document will be admissible into evidence anddihéted into evidence, that the tier of fact will
be persuaded that the Signer in fact agreed t@bedby all such terms and conditions.

The Emcee Solution contains features that can eeth& repudiation risk far below the
repudiation risk associated with paper documentsveet ink. Users may configure the Emcee
Solution to cryptographically seal each documerrupxecution of that document by each
Signer, thereby rendering such document unalterabithout detection. Documents
electronically sealed in this fashion are likelyp@ss the admissibility threshold (see discussion
below) and once such documents are admitted inideewe, Users are likely to have
meaningful, persuasive evidence as to why suchrdenticould not have been alerted without
detection.

Admissibility Risk
This is the risk that a court refuses to admit eNalence copies of electronic documents

generated, presented, signed, secured, archived ramgved by the Emcee Solution.
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Preliminarily, it is important to recognize thatl af the rules of evidence and evidentiary
foundations that apply to paper documents and wetsignatures apply also to electronic
documents signed electronically, stored electrdlyi@nd retrieved electronically. The Federal
Rules of Evidence, or their state equivalents, gowee admissibility of evidence and thus
would govern the admissibility of a copy of a do@nhpresented, signed, secured, archived and
retrieved by the Emcee Solutibh.

Users may use the Emcee Solution create Signingn@eries to satisfy the admissibility
standards in the Federal Rules of Evidence to padvé&ial the authenticity of a document
retrieved by the Emcee Solution because the Sig@iegemonies can create a record of the
entire signature ceremony process, including: k&) terms and conditions presented to the
Signer with which the electronic signature will logically associated; (b) the specific act of the
Signer expressing his or her intent to be bounthése terms and conditions, as called for in
those same terms and conditions; and (c) the ragtances under which signatures were
obtained. This information all goes to establis@ authenticity of the document (containing the
terms and conditions) retrieved by the Emcee SwiutiThe Emcee Solution allows Users to
securely archive and retrieve the documents inyataahow that the documents containing the
signatures could not have been altered withoutctlete Users may configure the Emcee
Solution to enable the appropriate witness fronerlimtk or the User to provide an affidavit or
live testimony as to the foregoing. For the reasdescribed below, such copies of documents
generated by the Emcee Solution based on docurpesdgsnted, signed, secured, archived and
retrieved by the Emcee Solution should be as adntessnder the Federal Rules of Evidence as
such documents containing the same terms and comgligjenerated, presented, signed in hard
copy and wet ink, where such paper copy is secam@thived and retrieved using conventional
archival and retrieval method3.

The standard for the authentication of evidenceeunie Federal Rules of Evidence is
contained in Rule 901, Requirement of Authenticato Identification, which provides that “the
requirement of authentication or identification ascondition precedent to admissibility is
satisfied by evidence sufficient to support a figdithat the matter in question is what its
proponent claims®* As stated throughout the case law involving compugenerated
information “reliability must be the watchword’ idetermining the admissibility of computer
generated evidencé® The “factors [must] effectively address a witidssniliarity with the
type of evidence and the method used to creagamdt,appropriately require that the witness be

19 Many states have adopted rules of evidence thek the Federal Rules of Evidence (FRE). For psgpaf this
discussion all cited cases are based on the FREter law that follows the FRE.

2 This would require the User to identify who, bymraand title, is qualified to testify (in personvia affidavit) as
to how each document was presented, signed, seefiit@dsignature to render it unalterable withoatedtion,
archived, retrieved and printed. This person algb testify as to the integrity and security ofleaystem involved
in creating, securing, archiving, retrieving andhfing the document.

2L See alsd.orraine v. Markel American Insurance CompaB41 F.R.D. 534 , 541-42 (D.Md 2007).

22 State v. Swintqr268 Conn. 781, 812 (CT. 2004) (applying the fatlstandard to a state case.)
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acquainted with the technology involved in the catep program used to generate the
evidence.®

Certain subparts of Sections 901 and 902 of theefaédRules of Evidence are
particularly suited to address the admission ottedaic signatures and records: Sections
901(b)(1), (3), (4) and (9), and 902(7) and (1Rules 901(b)(1), (3), (4) and (9) require witness
testimony to authenticate proffered evidence, wh#ié2(7) and (11) allow for self-
authenticatiorf?

F.R.E. 901

A witness with direct knowledge, pursuant to F.RA&L(b)(1), or an expert withess with
learned knowledge, pursuant to F.R.E. 901(b)(3® eertainly two fairly straightforward
methods a User could use to admit hard copies afirdents signed using the Emcee Solution.
F.R.E. 901(b)(4), which permits exhibits to be auticated by appearance, contents, substance,
internal patterns, or other distinctive charact@ss‘is one of the most frequently used [rules] to
authenticate [electronic signatures] and othertedaiz records® F.R.E. 901(b)(9), which
authorizes authentication by ‘[e]vidence describéngrocess or system used to produce a result
and showing that the process or system producescauorate result’, is “one method of
authentication that is particularly useful in auttieating electronic evidence stored in or
generated by computers” and is frequently used lgsnas test for admissibility of computer-
related informatiort®  “[It] dictates that the inquiry into the badimundational admissibility
requires sufficient evidence to authenticate bbthdccuracy of the imagend the reliability of
the machine producing the imag@.”

The process used by the Emcee Solution to secahedeument after it is signed allows
Users to configure the Emcee Solution to meet tmeissibility standards under the subsections
in F.R.E. 901. The testimony of a witness with Witexlge of the specific transaction will satisfy
F.R.E. 901(b)(1), and a learned expert witness ldhsuffice under F.R.E. 901(b)(3). A witness

2 1d. at 813, 814.

24 Magistrate Judge Paul W. Grimm’s opinionLiorraine v. Markel American Insurance Compammpvides ones
of the best analysis to date of the admissibilityetectronic evidence, which broadly could incluelkectronic
signatures. 241 F.R.D. at 542. See, ¢rgRe Vee Vinhne&36 B.R. 437 (proponent failed properly to autiuatte
exhibits of electronically stored business recgrdil)ited States v. Jacksp@08 F.3d 633, 638 (7th Cir. 2000)
(proponent failed to authenticate exhibits takemmfran organization's websitet. Luke’s Cataract and Laser
Institute PA v. Sanderspr2006 WL 1320242, at *3-4 (M.D. Fla. May 12, 200@xcluding exhibits because
affidavits used to authenticate exhibits showingtent of web pages were factually inaccurate afidraé lacked
personal knowledge of factsiRambus v. Infineon Tech. A,@48 F. Supp. 2d 698 (E.D. Va. 2004) (proponent
failed to authenticate computer generated busireswds);Wady v. Provident Life and Accident Ins. Co. of Am.
216 F. Supp. 2d 1060 (C.D. Cal. 2002) (sustainimglagjection to affidavit of witness offered to agiiicate exhibit
that contained documents taken from defendant’ssiteebecause affiant lacked personal knowledigelianapolis
Minority Contractors Assoc. Inc. v. Wiley998 WL 1988826, at *7 (S.D. Ind. May 13, 1998)oponent of
computer records failed to show that they were feosystem capable of producing reliable and aceuwesults, and
therefore, failed to authenticate them).”

% orraine at 544.

*%|d. at 549.

%" Swinton 268 Conn. at 811.
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knowledgeable about the contents, substance artthatige characteristics of the Emcee
Solution and the process of creating, presentilgmjirgy, securing, archiving and retrieving the
documents in question should satisfy F.R.E. 904}b)vhile testimony describing how the
Emcee Solution accomplishes the foregoing accyrateduld suffice under F.R.E. 901(b)(9).

In addition to the express language of F.R.E. 9@2)jb Imwinkelried’s Evidentiary
Foundationsprovides a supplemental eleven-step process uhdeRule for the admission of
computer generated records.Most of the testimony proffered under these elesteps is a
simple recitation of facts that the Emcee Solusbould meet. More challenging is step four,
which requires proof that the “procedure has huilsafeguards to ensure accuracy and identify
errors...regarding computer policy and system cormgrotedures, including control of access to
the database, control of access to the prograrardieg and logging changes, backup practices,
and audit procedures to assure the continuing ritgegf the records® In satisfying this
requirement or making arguments for admissibilinder 901(b)(4), the User would need to
provide expert technical testimony as to the funmwlity and safeguards in the Emcee Solution
deployed by that User.

Witness testimony seeking the admission of sigeatand documents from the Emcee
Solution pursuant to F.R.E. 901(b)(9) would include

» The manner in which the User’s or Emcee Solutigelyver(s), as appropriate, are
used to generate electronic signatures and docsment

* The reliability of these servers;
* Procedures for manual data entry and system centamod

» Safeguards to ensure accuracy and identify eriggs $afeguards, access rules
and other controls on the environment that govieerflow of information through

2 Edward J. ImwinkelriedEvidentiary Foundationss58-59 (LexisNexis 6th ed. 2005).
. The business uses a computer.
. The computer is reliable.
. The business has developed a procedure fotimgeiata into the computer.
. The procedure has built-in safeguards to erecgaracy and identify errors.
. The business keeps the computer in a gooddta¢pair.
. The witness had the computer readout certaen dat
. The witness used the proper procedures to otitaireadout.
. The computer was in working order at the timeewlitness obtained the readout.
. The witness recognizes the exhibit as the retadou
10. The witness explains how he or she recognimesaadout.
11. If the readout contains strange symbols orgethe witness explains the meaning of the symols
terms for the trier of fact.
#n re Vee Vinhneat 447. Opposing parties often allege that coempugicords have been tampered with and thus
lack authenticity. Such claims have been viewedah®most wild-eyed speculation...without some evideno
support such a scenario...United States v. Whitaket27 F.3d 595, 602 (7th Cir. 1997).

O©CoO~NOOT,WNPE
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its system), tamper resistant software, use oftographic technology, and that
all of these meet or exceed industry standards.

Following initial court decisions recognizing thafeguards of a particular Emcee
Solution, parties may stipulate to the authentiatyelectronic signatures created by that and
comparable Emcee Solutions, so that in the indedes witness testimony is required but in
future and subsequent cases it is not. Notwitllstan at the present time there is ample
evidence to lay the appropriate foundation for ddenission of electronic signatures created by
using the Emcee Solution.

F.R.E. 902

Although in a major dispute testimony may be nemgssegarding the Emcee Solution
and the authenticity of its process, as noted abdeeuments presented, signed, secured,
archived and retrieved using the Emcee solution alag be admitted as self-authenticating
documents under F.R.E. 902(7). Judge Grimm irekteemely thorough opinion iborraine v.
Markel, stated that: “[e]xtrinsic evidence of authertyicias a condition precedent to
admissibility is not required with respect to tledldwing:...(7) Trade inscriptions and the like.
Inscriptions, signs, tags, or labels purportindiéwe been affixed in the course of business and
indicating ownership, control, or origif® “Under Rule 902(7), labels or tags affixed in the
course of business require no authentication. HEhwee Solution will collect and record
information showing the entire signature ceremadfye identification markers alone stored in
the secure container may be sufficient to authatdgicanelectronic recordand electronic
signatureunder Rule 902(7)*

F.R.E. 902(11) of the Federal Rules of Evidencéhes other subsection that might be
considered for authentication of documents preserdigned, secured, archived and retrieved
using the Emcee Solution’s electronic signatures.Judge Grimm noted: “Rule 902(11) also is
extremely useful because it affords a means ofemtittating business records under Rule
803(6), one of the most used hearsay exceptiortbpouti the need for a witness to testify in
person at trial*® The primary reason one would seek to authertiE&! using this rule is that
it permits a written declaration by a custodiarheatthan oral testimony, which under most
circumstances makes it preferable to F.R.E. 904)lox((b)(9). F.R.E. 902(11) addresses:

Certified domestic records of regularly conductetivity. The original or a duplicate of
a domestic record of regularly conducted activitgttwould be admissible under Rule
803(6) if accompanied by a written declarationtsfdustodian or other qualified person,
in a manner complying with any Act of Congress wle rprescribed by the Supreme
Court pursuant to statutory authority, certifyihgt the record-

%0 Lorraine at549.
311d., quotingWeinstein’s Federal Evidencg 900.07[3].
32 Lorraineat552.
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(A) was made at or near the time of the occurreridee matters set forth by, or
from information transmitted by, a person with kiesdge of those matters;

(B) was kept in the course of the regularly condddctivity; and

(C) was made by the regularly conducted activitg asgular practic&

“Rule 902(11) was designed to work in tandem withaanendment to Rule 803(6) to
allow proponents of business records to qualifyrtHer admittance with an affidavit or similar
written statement rather than the live testimong glualified witness. In addition to the affidavit
requirements, there is a notice requirement torafépposing parties an opportunity to review
the document and affidavit to challenge its auticégt>* Thus, assuming no challenge, F.R.E.
902(11) is one of the best ways to secure the aoniof signatures and documents executed
using the Emcee Solution.

As explained above, critical in the admissibilityatysis and the overall enforceability of
documents executed using the Emcee Solution isetiigirement of a secure method to archive
and retrieve the documents. We understand thatlilmt has relationships with third parties to
provide such “e-vaulting” secure archival and estal service to be used with the Emcee
Solution.

Compliance Risk
Users may configure the Emcee Solution to meetalh@ving regulatory requirements:

» Assure that each document presented and/or signadSigner complies with the
legal requirements for the content, presentatiequence and information to be
obtained for each such document;

 For Special Consumer Disclosures, the Signer isviged the appropriate
information to then make the informed consent way that complies with the
consumer disclosure requirements of ESIGN, whereh sipecial Consumer
Disclosure Requirements will be provided exclugiwea electronic means; and

» Assures that each document required to be presemeétbr signed is in fact
presented and/or signed as required by law govgithia particular transaction.

As noted further above, Users may configure the dargolution to meet the regulatory
requirements applicable to transactions conducsatyuthe Emcee Solution. In fact, our view is
that Users may configure the Emcee Solution togedhe compliance risk associated with the
transactions below the risk associated with simr@nsactions using wet ink and paper.

Relative Risk

¥ Federal Rules of Evidence 902 (11).
¥ 1d. at 773 at footnote 4.
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As noted throughout this letter, we believe itnmgortant to consider the risks of a given
electronic signature process in the context of riks associated with a paper and wet ink
process. Considering the risks of the electroignagure process relative to the corresponding
risks associated with the paper and wet ink sigeatuocess allows Users to better assess the
risks inherent in the electronic process. Our viewhat the Emcee Solution is capable of being
configured to reduce the risks considerably belosvdorresponding risks of using paper and wet
ink. For example, the Emcee Solution can be candig to prevent a record from being signed
by the Signer if there are any blanks in the recprevent any document relating to a transaction
from being submitted to the User unless all theuireg steps, including execution of or
acknowledgement of receipt of all Special ConsuBisclosures, and securing documents from
being altered without detection. Users may comégine Emcee Solution for various types of
Signature Ceremonies to calibrate the risk mitayaapproaches with the User's concerns about
the various risks for the scenarios contemplatecedgh category of Signature Ceremony, in
such a way that the User can in all likelihood agurie the Emcee Solution so the electronic
signature process has less risk than the papevanihk process.

V. Conclusion

As with any tool, the effectiveness of the Emcedéutsan depends on how the Users
configure the solution to fit the risk profile fahe particular documents and records to be
presented, signed and archived. We believe, hawévat a User who carefully considers the
risks associated with the types of transactionsetgprocessed using the Emcee Solution will be
able to configure and implement an e-contractingcess that is no riskier than, and in some
cases, less risky than, the that same transactiog paper and wet ink.

* * *

This letter is not legal advice or a legal opinenmd discusses statutory, regulatory and
judicial authority existing on the date hereof. \Wedertake no obligation and hereby disclaim
any such obligation to update or otherwise revige summary in the event of a change in
applicable statutory, regulatory or judicial auibpor We strongly recommend that each reader
seek the advice of independent legal counsel wgpect to any matter discussed herein.

Very truly yours,

Locke Lord Bissell & Liddell LLP

27‘/@% A /7é 7:7‘/?//
Patrick J. Hatfield

cc: Greg Casamento

PJH/raj
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Glossary of Terms

Audit Trail - means a record containing the processes and detadlved in each significant
step of a given transaction involving a User inalgd the process of each Signer accessing,
completing, executing and transmitting each docuntenbe signed in connection with the
transaction, the User's process for authenticatagh Signer of each document for that
transaction and all documents executed or resuftmg the process, all as cryptographically
sealed.

ESIGN -meansthe Electronic Signatures In Global and Nationam@werce Act, 15 U.S.C
870001 et. seq., the federal electronic signaawe |

ESIGN Conserntmeans the disclosure required by ESIGN to beigeavto a Signer who is also
a “consumer” as defined by ESIGN, to which thatn®rgmust consent as a condition to the User
providing one or more Special Consumer Disclostioethat Signer exclusively via electronic
means, where such consent is given in a way thmabdstrates the Signer’s ability to reasonably
access information in the electronic form the Sgple€onsumer Disclosures will be provided.

Signer— means each person in a given transaction inwplthe User who is requested to sign a
document agreeing to terms and conditions in suwdument, including acknowledgements of
receipt, applications or requests to be considévedights or benefits, consents to specified
terms, or terms in conditions in a two or multi4{yaaigreement for the purchase or sale of goods
or services.

Special Consumer Disclosuraneans information relating to a transactionransactions in or
affecting interstate or foreign commerce, requibgda statute, regulation, or rule of law (other
than ESIGN) to be provided or made available tooasamer in writing, which triggers the
obligation to provide the ESIGN Disclosure.

UETA -the version of the Uniform Electronic Transactigh, as published by the National
Conference of Commissioners on Uniform State Laws.

User- means a company with whom Interlink has contihethich deploys the Emcee Solution
to manage the process for that company to entdéramia with Signers.
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Attachment 1

Featur e and Functions of the Emcee Solution

The degree to which the Emcee Solution itself megdhe descriptions below or allows the User
to configure the Emcee Solution to match the dpsons should be considered relative to how
that same User addresses each topic for processfag)paper and wet ink.

Authentication Risk

1.

The Audit Trail will include for each document tee Isigned, the steps taken, as
applicable, for the User to verify the identity tble Signer. Such verification steps may
include confirmation of the identity of such perdosm a trusted source, such as a single
sign on process deployed by, or otherwise deteminioebe reliable by, the User or the
results from an identity verification process cocigd by an independent third party,
such as a consumer reporting agency or other trailsiel party offering such services, or
the answer to a shared secret question that thedgsermines to adequately verify the
identity of the Signer. The User determines theuacmethod of authenticating the
identity of each person involved in a given typdrahsaction.

The identity of each Signer can be independentlgfied in connection with each
Signer’s execution of a document.

For documents required to be notarized, the Emoégti®n allows the notary verifying
another Signer’'s signature to enter the notarygnaure and other credentials, in
accordance with applicable state notary laws.

Repudiation Risk

1.

Simultaneously with each Signer signing a docunpeesented by the Emcee Solution,
the Emcee Solution uses industry standard encryggohnology to render the signed
document unalterable without detection, short ahgissupercomputing power for an
extended period of time to un-encrypt such document

Each encrypted document can be securely storeachn @ way that it cannot be accessed
without overcoming at least industry standard sgcwafeguards applicable to the
document in question.

For each transaction, whether such transactioniiegawo or more parties, the Emcee
Solution will record the date and time of each Bigant step and the identity of the
person taking each such step and each particidprtaken by that party, where such
record is part of the Audit Trail.

The Audit Trail for each transaction includes, il limitation, each document
presented and / or signed during a given transaetioere each such document signed
having been encrypted as described above.

-1-
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The Audit Trail is separately encrypted using irtdpstandard encryption technology to
render the Audit Trail unalterable without detestishort of using supercomputing
power for an extended period of time to un-encsguth document.

The electronic sound, symbol or process used bly 8agner to demonstrate his or her
intent to sign a record is attached to or logica$sociated with the record containing
terms and conditions clearly explaining to suchn8igthe significance of created such
sound, affixing such symbol or completing such pssc

Admissibility Risk

1.

The Emcee Solution can be configured to generate, taccurate and complete hard
copies of each document signed by each Signer doh @¢ransaction that accurately
reflect what the Signer was presented with in cotioe with each Signer using the
electronic signature facility within the Emcee Sadn to sign each such document.

The Emcee Solution can be configured to generate, taccurate and complete hard
copies of the Audit Trail for each transaction.

The hard copies referred to in 1 above would bplam English enabling a reasonably
well educated person familiar with the underlyingnsactions to understand the content
of each document bearing a Signer’s signature.

The hard copies referred to in 2 above would bplam English enabling a reasonably
well educated person familiar with the underlyimgnsactions and the steps in the
process to complete the transactions to understendontent of the Audit Trail.

The Emcee Solution would allow the User who propednfigured the Emcee Solution
do to so, to testify that each hard copy describetl and 2 above was generated from
electronic records that were cryptographically sg@ah such a way that each record, as
accurately represented by such hard copies, cooltd have been altered without
detection, in the absence of a person using supgnating power to break the encryption
method used, currently thought to require sevesalyof such supercomputing power.

The Emcee Solution has built-in safeguards that lavowt allow a User to alter
documents after they are signed by a Signer armagyaphically secured.

Compliance Risk

1.

The Emcee Solution allows the User to designaté eacord to be presented to the
Signer in such a way that the presentation of sacbrd matches in all material respects
to the hard copy of such record designated by teer,Uncluding, all required content

and the proximity of any warning, notice, disclasor other record to be posted.

ATL 353178v.4



2. The Emcee Solution allows the User to designateoomaore records to be presented as
a “Special Consumer Disclosure” which may be predicexclusively via electronic
means, but only if the Signer has affirmatively semed to receive such consumer
disclosure exclusively via electronic means.

3. For each Special Consumer Disclosure, the User ¢oafigure the Emcee Solution to
present the ESIGN Consent to each Signer in thee saanner in which the Special
Consumer Disclosures will be provided to that Signe

4, Users may draft the ESIGN Consents to be used é\Ethcee Solution that complies
with the ESIGN consumer disclosure requirements.

5. If another law adopted prior to ESIGN which is apgible to a given transaction requires
a document to be given by a specific method thajuires verification or
acknowledgement of receipt, such as registered netaitn receipt required, the User may
configure the Emcee Solution to require verificatimr acknowledgement of receipt of
such document.

6. The Audit Trail records each of the 5 steps aboves&ch transaction.
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Attachment 2

How the Emcee Solution Satisfies the Descriptionsin Attachment 1

The degree and manner in which the Emcee Solutitsfies each description in Attachment 1
is listed below:

Authentication Risk

1.

The Emcee Solution permits the User to determieeldéiiel of Signer authentication to
be included in a given Signing Ceremony. For Signlemown to the User prior to

execution of a Signing Ceremony, the Signer's anddks are passed to the Emcee
Solution at the moment of execution. Upon completad its signing transaction the

Signer’s credentials are securely stored and caethbieved in relation to a transaction at
any time.

In connection with each Signer’s execution of auoent, the Emcee Solution verifies
the identity of a signer against the identity af thxpected signer in a ceremony, based on
credentials identified by the User, prior to petmg the Signer to sign.

In a preferred execution of a Signing CeremonyBEh®eee Solution would stipulate that
a notary be the last Signer to sign, thus haviegonefit of examining the validity of all
prior signatures.

Repudiation Risk

1.

Simultaneously with each Signer signing a docunosittg a signature image, the Emcee
Solution makes use of the cryptographic infrastmet(RSA, SHA1) of Windows to
create digital signatures that mathematically l@rbcument to a Signer.

The Emcee Solution makes use of the User’s setonrage capabilities.

A Signing Ceremony, unique to the Emcee Solutiontains document, Signer and
order of the steps information prior to executiburing execution all actions are time-
stamped. The resulting executed Signing Ceremorseasirely stored and Audit Tralil
reports can then be generated from it.

The Audit Trail may include each action that todé&ge in chronological order as may be
designated by the User. Since the Audit Trail isanceport but a database, the generation
of reports about a single transaction, or a sidgleument are as easy as global reports
about all the documents and Signers involved

Signing Ceremonies and executed signing ceremasieskept in encrypted secure
database systems
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6.

A Signer is presented with affirmation steps orwoents, to which he has to agree or
acknowledge prior to be allowed to sign. Signernagkedgements are also kept in
executed Signing Ceremonies.

Admissibility Risk

1.

All signed documents are in PDF format and candydigd for alterations. Audit Trails
are generated from secure database records.

The Emcee Solution encrypts all documents usingtadligignatures (RSA, SHAL)
exclusively.

Compliance Risk

1.

The Emcee Solution presents all the pages of andecuto the Signer in the exact form
and order as a hard copy of the document as detnyethe User, for each Signing
Ceremony.

The Emcee Solution allows the User to present “Bpé&onsumer Disclosures” and
other affirmation texts, consent documents, ettpragy other documents of a Signing
Ceremony.

It is obligatory that each Signer provides his er tonsent prior to signing.

The Emcee Solution can be configured to allow a&igo confirm receipt of a hardcopy
as part of a Signing Ceremony.
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